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GDPR Training

The GDPR training course has been designed to introduce the fundamental requirements
needed of the EU General Data Protection Regulation. The data protection certification will give
you an interactive guide to preparing, applying and maintaining an EU GDPR compliance
programme. This technical qualification also enables you to achieve the role of data protection
officer (DPO) as required in thousands of businesses under the General Data Protection
Regulation.

Silicon Beach Training gives you the unique opportunity to take both Foundation & Practitioner
courses which will run over 4 days. The globally trusted GDPR certifications consist of the EU
General Data Protection Regulation Foundation (one day) and Practitioner (three days) training
courses.

What is the General Data Protection Regulation?

The EU General Data Protection Regulation (EU GDPR) is new legislation that delivers a data
privacy law for the European Union. Organisations in Great Britain will also have to apply to the
GDPR as this was confirmed by the UK Government before BREXIT was introduced.

Why should | take the GDPR certification?

With the increasing threats of data breaches from cyber-attacks, the EU GDPR aims to avoid
the loss of personal data by enhancing data security for all individuals living in the European
Union.

Organisations that are based in the EU and the UK have until the 25th May 2018 to comply with
the new law or possibly face sizeable fines, so it's vital to be fully organised by taking the GDPR
course.

Who should attend the GDPR course?

This data protection qualification has been intended for Information Security Professionals, Risk
Managers, Compliance Officers and IT security professionals. This courses can also be for
anyone who would like to enter the field of data protection or holds a professional IT
certification.

Course Objectives
The main objectives of the Data Protection Officer (DPO) Include:
¢ Informing and advising the controller and staff about who is processing personal data

and their obligations which are pursuant to this Regulation;
¢ Monitoring and complying with this Regulation which includes the assignment of
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responsibilities and awareness

¢ Providing advice to staff when requested, regarding the data protection impact
assessment and how to monitor its performance pursuant to Article 35 of the GDPR.

e Cooperating with the ICO

e Taking responsibility as the main point of contact on issues related to the processing of
personal data

EU General Data Protection Regulation Foundation Training
This 2-day GDPR Foundation Training Course will contain the following topics:

Key EU GDPR terminology and background.

Main differences between the Data Protection Act and the EU GDPR.
Data subjects and the rights they have.

Subject access requests and how to deal with them.
Data processing for marketing purposes.
Implementing and complying with the EU GDPR
Privacy by design.

Data privacy impact assessments (DPIA).

Data audits.

Training and competency requirements.

Incident response and reporting a break.

Updating procedures and policies.

International data transfers.

Safe Harbour Replacement — the new requirements.

EU General Data Protection Regulation Practitioner Training
This 2-day GDPR Practitioner Training Course will contain the following topics:

Setting up a privacy compliance framework.

The role of the DPO.

Common data security failures, consequences, and lessons to be learnt.
Privacy principles in the GDPR

Privacy impact assessments of data

Development of a risk management framework.

Data mapping.

The rights of data subjects.
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Rules around consent.

Subject access requests.

The roles of controllers and processor and the relationships between them.
Dealing with third parties

Data in the Cloud.

How to demonstrate compliance with the GDPR.

Reporting requirements of a data breach

Enforcement, regulation, and compensation aspects of the GDPR.

The GDPR training course has been designed to introduce the fundamental requirements
needed of the EU General Data Protection Regulation. The data protection certification will give
you an interactive guide to preparing, applying and maintaining an EU GDPR compliance
programme.
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